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Step 6: Identity Theft and Your Job Search 

 

These days, you do everything online. Rent movies, read the news, catch up 

with friends, and even get a degree. It’s no wonder that the internet plays an 

integral role in your job search. For one, the ease and reach are appealing. 

You can simply fill in your education, work history, skills, qualifications, 

certifications, and interests, etc. on LinkedIn and use that to apply to a variety 

of job vacancies with different companies. 

You can do the same on numerous job sites. 

But how about security? Besides having your professional details online, 

remember that you have a presence on social media – Instagram, Facebook, 

Snapchat, Tinder. We can go on and on and on… 

Virtually everything about you is online and that is why you should endeavor 

to keep your information as private as possible. Simply put, you have a lot of 

guarding to do. 

What is identity theft? 

Identity theft is when someone, under the guise of being you, makes use of 

your personal information to commit a crime, commit fraud, or receive 

financial benefits. This information includes, but is not limited to, your online 

login details and passwords, driver’s license numbers, names, email 

addresses, Tax File Number, and copies of your passport and banking 

information.  

Identity fraud is one of the biggest issues in the world today costing Australia 

$1.6 billion annually with the majority being, card fraud, identity theft, and 

scams.  

More importantly, are the different methods scammers can use to steal your 

information. Listed below are some of the tactics used to target job searchers: 

Fraudulent job postings 

Employment scams are increasing, with criminals targeting legitimate job 

recruitment sites with the aim of stealing identities and money.  Most of these 

employment scams are conducted through your mobile phone, email and 

free job posting websites such as Seek.  

How to protect your information 

It is relatively easy for scammers and hackers to steal your information. For  
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example, an attack on Facebook compromised the information of about 50 

million users. Worse still, the attackers were able to access the affected 

persons’ accounts, using those accounts as if they were the real owners. 

1. Verifying if a job or company is legitimate 

Sham companies will often appear legitimate with a registration number and 

a logo. To verify, do a Google search query on the company, and try to read 

up on whether anybody has ever applied to or is currently working in that 

company. You can give the company a call or make use of Google Maps if 

you have an address, especially if you are not sure. It's also not uncommon 

for organized crime to create fraudulent job postings under legitimate 

company names. If you're suspicious, check the company’s website directly 

for job listings or alternatively, give them a call.  

Signs that a job listing is actually a scam include: 

 Claims of immediate financial gain without much effort. 

 Asking you to use your private computer to work from home. 

 Requesting upfront payments. 

 Requesting personal information such as your passport, driver's 

license and/or Tax File Number. 

 Asking you to receive goods or money from someone else. 

 No phone number or street address is provided. 

 They use free email accounts such as Gmail or Yahoo. 

 Messages are not personally addressed to you.  

 Links to fake recruitment websites (that seem legitimate) which lead 

you through a rabbit hole of steps via email, eventually requesting 

bank account details.  

 Emails with attached applications or documents (asking for personal 

information) that the “employer” requests be filled out.  

2. Protecting your information 

Avoid disclosing personal information such as your bank account details via 

email. During the initial recruitment phase, hiring managers only require your 

CV/resume. Be suspicious if excessive personal information is requested 

upfront, including copies of your driver’s license and passport or your Tax File 

Number. Financial details should only be disclosed for payments if you’ve 

been offered the position.  

In addition, separating your personal and professional email accounts from 

your job searching email account is a good way to safeguard yourself.  
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You may also want to consider reviewing your privacy settings on recruitment 

sites to limit how much of your personal information is shared publicly as 

discussed below.  

3.  Extensively using privacy settings 

On social media, you have options to control how much details people see 

about you, including whom you share your posts with. This is a powerful tool 

you should always employ to limit who sees your details. 

Some job sites also allow you to set privacy restrictions on your resume and 

other necessary job-related information. Employees can only reach out to you 

through a confidential email address created within that job site. On some job 

sites, employers cannot look for resumes that use private privacy settings. 

4. Tracking where and when you apply to job postings 

A common tactic involves scammers contacting you that stating they “found 

your email address or resume on a specific job site and were impressed by 

your credentials”. Keep track of the job recruitment sites you have posted your 

resume on to avoid this type of fraud. If you have posted on the site that is 

specified, research the company and position’s legitimacy. Do not respond to 

any job offers until you have verified it is a genuine offer.  

 
The most important thing to remember is to trust your gut. If something 

doesn’t add up or seems too good to be true, don’t apply.  

 

The threat to your information is real and that is why you should protect what 

you have out there. It is important that your Identity is protected at all times 

from theft, your identity is MONEY to scammers. 
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